MHO®OPMALINOHHASA ITAMSITKA
JJIAA OBYHAIOIUXCA 110 HHOPOPMAIIMOHHOM BE3OITACHOCTH

(0113 pazmewjenus Ha OPUYUATLHBIX UHIMEPHEM-PECYPCax 00pa308amenIbHOU OpeaHu3ayulL)

C KaxapIM rofiloM MOJIOJEKH B MHTEPHETE CTAHOBUThCS OOJIbIIE, a LIKOJBHUKH — OJHHU U3
CaMbIX AaKTUBHBIX IIOJb30BaTene Pynera. Mexay TeM, IIOMHMO OIpOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEpHET HeceT M mpoOieMbl. OTa mamsTka JOJDKHAa IOMOub TeOe Oe30macHo
HaxOJUTHCS B CETH.

KomnbroTrepHbie BUPYCHI

KoMmmbloTepHslii BUpYyC — 3TO pPa3HOBUIHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTIUYUTEIHLHOM
0COOEHHOCTBIO KOTOPOW SIBJISETCS COCOOHOCTh K Pa3MHOXEHHIO. B JOMOMHEHHE K 3TOMY, BUPYCHI
MOTYT TMOBPEIUTh WJIM TMOJHOCTbIO YHUYTOXKHUTH Bce (ailibl W JaHHBIE, MOAKOHTPOJBHBIE
10JIb30BATENI0, OT UMEHU KOTOPOI0 Obljla 3amyleHa 3apakeHHasi IporpaMMa, a TaKkKe MOBPEIUTh WIN
)K€ YHUUTOXHUTH OMEPAIMOHHYIO CUCTEMY cO BceMH ¢dainamu B 1edoM. B OONbIIMHCTBE CilydaeB
pacpoCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[I)I 3aIl0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yii cCOBpeMEHHBIE ONEPAllMOHHbBIE CUCTEMbI, UMEIOILINE CEPbE3HBIM YPOBEHD 3alllUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TloctosHHo ycraHaBinuBail mnatuu (UGpPOBbIE 3aIUIATKH, KOTOpPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCA C LENbI0 J0pPa0OTKM MPOrpaMMbl) U Jpyrue OOHOBIIEHHS CBOEW OIepaliMOHHON
cuctembl. CkadynBail X TOJIbKO ¢ oduLUanbHOro caiira paspadorunka OC. Ecnu cyimecTByer pexxum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOYH €T0;

3. Pabortaii Ha cBO€M KOMIIbIOTEpE I10J1 IPaBaMU I10JIb30BATENS, @ HE aIMUHUCTPATOpa. DTO HE
HO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IIPOTpAaMM HMHCTAJUTUPOBATHCS HAa TBOEM MEPCOHATBHOM
KOMITBIOTEPE;

4. Vcnionb3yll aHTUBHPYCHbIE HPOTPAMMHBIE IPOAYKThl M3BECTHBIX IPOU3BOAMUTENEH, C
ABTOMATUYECKUM OOHOBJICHHEM 0a3;
5. Orpanunub pU3NUECKHii JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEUIHME HOCHUTENN MH(OpPMalUM, Takue Kak ¢uIdlKa, JUCK WM Qailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NICTOYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEPHBIE (DAIIBI, TOTYyYEHHBIE U3 HEHAEKHBIX HCTOUYHUKOB. [laxe Te
(aiinbl, KOTOpBIE MPUCAT TBOI 3HAKOMBIN. JIyyllle yTOuHH y HEro, OTHPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi — 310 He Bua mepenayu JaHHBIX, HE TEXHOJIOTHs, a BCErO JIMIIb OpeHn, Mapka. Emie B
1991 rony Huzaepnaniackas kommaHus 3apeructpupoBana Openn "WECA", uro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblil nepeBoauTcs kKak "GecripoBOAHas TOYHOCTD'.

Jlo Halero BpeMeHu Joluia Apyras ab0peBuaTypa, KOTopast sIBISIETCS] TAKOU K€ TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3zBanue ObUIO JAaHO ¢ HAMEKOM Ha CTAaHJIAPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, uto B mepeBose o3HayaeT "BbICOKas TOYHOCTH'".

Jla, OecrlaTHBIH HHTEpHET-IOCTYHN B Kade, OTeNsX W a’dponoprax sBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOZ[a B MHTepHET. HO MHOTHE SKCIEPTHI CUATAIOT, 4TO 00menocTynHsle Wi-Fi cetn
HE SBIISIOTCS 0€30MaCHBIMU.

CoBeTtbl 110 O€30MaCHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-Fi:

1. He nepenaBaii cBOrO JTMUHYI0 HHPOpMaIUio uepes odmienoctynubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI M KaKHue-TO HOMepa;

2. Ucnonb3yit u OOHOBISIE aHTUBHUPYCHBIE IMporpamMMmbl U OpaHamaysp. TeM cambIM Thbl
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;



3. [Ipu ucnonp3oBannu Wi-Fi oTkimoun GyHkimo "OOmmid 1ocTyn K ¢aiinaM u npuHTepam".
JlanHast (QYHKIUS 3aKpbiTa MO YMOJTYaHMIO, OJHAKO HEKOTOPHIE IMOJIB30BATEIN aKTHBUPYIOT €€ s
y100CTBa UCIOIB30BaHUA B paboTe Ui yueoe;

4. He ucnonp3yit myonmuanbiidi Wi-Fi s mepenauun TUYHBIX JaHHBIX, HAIPUMEp Ui BBIXOJA
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOYTY;

5. Ucnonw3yit Tonbko 3amnuiieHHoe coeauHenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-anmpeca BBoau uMeHHO "https://";

6. B MmoOubHOM Tenedone otkimoun Gpynkmuto "Tloaxmouenne k Wi-Fi aBromaruuecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

CoupanpHple CeTH aKTHBHO BXOJST B HAIY JKH3Hb, MHOTHE JIFOIM PaOOTAIOT U JKUBYT TaM
noCTOsTHHO. Ho, OOJNBIIMHCTBO MOJBb30BaTEICl HE MOHMMAIOT, YTO MH(OpPMALUS, pa3MELICHHAs UMHU
B COLIMAJIBHBIX CETSX, MOXKET OBITh HaliJIeHa U UCIIOJIb30BaHa KEM YrOJIHO, B TOM YHCIIC HEO0s3aTeIbHO
¢ O1aruMu HaMepeHHSIMU.

OCHOBHBIE COBETHI 10 0E30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpannys cicok apy3ed. Y T1e0s B APY3bAX HE JOJDKHO OBITh CITYYaHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3anminail CBOI 4acTHYIO >kM3Hb. He ykaswiBail maponu, TenedoHsbl, aapeca, 1aTy TBOETO
POXICHUS ¥ JPYryl0 JIMYHYI0 HWH(OpManuio0. 3JIOYMBIILICHHUKA MOTYT HCIIOJIB30BAaTh JaXe
uH(}OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIBI;

3. 3ammumiail cBOKO pemyTaluio — JIEepPKU €€ B YHCTOTE U 3a/aBail cebe BOMpoc: XOTel Obl ThI,
yTOOBI JpYrHe TMOJB30BATEIU BHJEIU, 4YTO Thl 3arpyxaemb? [logymail, mpexae 4yeM YTO-TO
OIMyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOJbMH, KOTOPBIX HE 3HACIb, HE UCIOJB3YH CBOE peaJlbHOE UMS U
JIPYTyI0 TUYHYIO HH)OPMAIIHIO: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U TIpoUee;

5. U3berait pasmemenust ¢ororpaduii B MHTEpHETE, T/Ie T M300pakeH HAa MECTHOCTH, IO
KOTOPOM MO>KHO OIPEAETUTH TBOE MECTOMOJIOKEHHUE;

6. Ilpu peructpanuu B COIUAIBHON CEeTH HEOOXOAMMO HCMOIB30BaTh CIOKHBIE MapoJH,
cocrosiue u3 OykB v UG U ¢ KOJIMYECTBOM 3HAKOB HE MEHeEe &;

7. Ayig conManbHOM ceTH, OYTHI U APYTUX CAUTOB HEOOXOAMMO MCIIOJIB30BaTh Pa3HbIEe MAPOIIH.
Torna ecnu Te€0s1 B3IOMAIOT, TO 3JI0YMBIIIUIEHHUKH MOJyYaT JJOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHbBIE JeHbI' U

DONeKTpOHHbIE JEHbIM — 3TO OYEeHb YAOOHBIH CHOCOO MJaTexked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIH.

DNEKTPOHHbIE [I€HbIM MOSBUWINCh COBCEM HENAaBHO M HMMEHHO H3-3a 3TOTO0 BO MHOTHX
rocyJapcTBax /10 CHX IOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHUPYIOT M O HUX Y€ MPOMHCAHO B 3aKOHE, TJ€ UX Pa3AelsioT Ha
HECKOJIBKO BHMJIOB — AaHOHUMHBIE M HE aHOHMMHbIE. PasHuna B TOM, YTO aHOHMMHBIE — 3TO TE€,
B KOTOPBIX pa3peliaercs MpoBOIUTh ONepannn 0e3 uAeHTH(GUKAINY [T0JIb30BATENS, @ B HE aHOHUMHBIX
UICHTU(UKAIMS TOJI30BATENs ABIsETCS 0053aTeIbHOI.

Taxke crneayer pa3nuuyaTh 3JIEKTPOHHBIE (UATHbIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEQHUATHbBIE IEHbI'H (HE paBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€301acHOM paboTe C IIEKTPOHHBIMU J€HbIAMU:

1. IlpuBsxu Kk cyery MOOWUIBHBIA Tene@oH. DTO camblii yHOOHBI M OBICTPBIM crocod
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsi3aHHbIN TeaepoH MOMOXKET, eciau 3a0y/ellb CBOM MiIaTeKHbIN
MapoJib WJIM 3ai/IelIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;



2. Vcnone3yit ogHopa3oBbie napoinu. [locie nepexona Ha yCHIICHHYIO aBTOPU3ALIUIO TeOe yxke
He OyJeT yrpoXkarh ONAaCHOCTh KPaXKH WM IepexBara IIATeKHOr0 IapoJls;

3. Boeibepu cnoxublii maposb. [IpectrymHukam OyaeT HENpPOCTO yrajaaTh CJIOKHBIA TMapoIib.
Hanexxnple maponu — 3TO mapoiu, KOTOpbIE COJEp’KaT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HU(PPHI U HECKOJIHKO CHMBOJIOB, TaKHE KakK 3HaK jojuiapa, (QyHTa,
BOCKJIMILIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILIb.

DJIeKTPOHHAS MOYTA

OJNeKTpOHHAs Mo4YTa — 3TO TEXHOJIOTUS M NPEAOCTABISAEMBIE €10 YCIYTd IO IEpPEChUIKE U
MOJIYYEHHUIO DJIEKTPOHHBIX COOOIICHUH, KOTOPbIE pacHpeAessioTCsl B KOMIIBIOTEPHOH cetr. OOBIYHO
3JIEKTPOHHBIN MOYTOBBIN SAIIMK BBIMISIUT CIEAYIOUIMM 00pa3oM: UMs I0JIb30BaTENA(@UMS_JJOMEHA.
Taxoke KpoMme nepesadyn IpocTOro TeKCTa, UMEETCsi BO3MOXKHOCTD NepeaaBarh (haibl.

OcHOBHBIE COBETHI 110 06€301acHO paboTe ¢ AMEKTPOHHON TTOUYTOM:

1. Hago BBIOpaTh NpaBUIIBHBIN HOYTOBBIA CepBHC. B MHTEpHETE €CTh OTrpOMHBINA BBIOOD
OecCIUTaTHBIX IOYTOBBIX CEPBHMCOB, OJHAKO JIydllle JOBEpATh TEM, KOIO 3Haellb M KTO IEpBBIN
B PEUTHUHTE;

2. He yxaspBaii B JIMYHON moYTe JMYHYIO HHpOpManuio. Hampumep, iydmie BbIOpaTh
"My3bIKanbHbIN _(panat@" wium "pok2013" Bmecto "témal3";

3. Mcnonp3yil ABYXATANHYI0 aBTOPU3ALMIO. DTO KOIZa IOMHMMO IapoJisi HYy’KHO BBOJUTH KOJ,
pHUChUTaeMbIi 1o SMS;

4. BeiOepu CIIOKHBIN TTaposib. J{JIs KaK0ro MOYTOBOTO SITUKA JTOJKEH OBITh CBOM HAJCKHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTh Hamucarb €aMOMY CBOM JIMYHBIA BOINPOC, HCIHOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcronb3yii HECKOJIBKO MOYTOBBIX AUIMKOB. I1epBbIil /U1l 4aCTHOM NEPENUCKH C aJpecaTaMu,
KOTOpPBIM Thl JOBEpsACLIb. DTO JJIEKTPOHHBIM agpec HE Hal0 MCIOJIb30BaTh IPU PErHCTpalud Ha
dopymax u caiirax;

7. He oTkpbiBaii ¢aiiisl U Ipyrue BIOKEHHUS B MUChbMax, JaK€ €CIIM OHM MPHIILIA OT TBOMX
npy3ei. Jlydie yTouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. Ilocne okoH4yaHus1 pabOTHl Ha MOYTOBOM CEPBHCE NEpes 3aKPbITHEM BKJIAJKHU C CaliTOM He
3a0ynpb HaxaTh Ha "Beriitu".

Ku6epOy/uiuHT W1 BUPTYaJbHOE U31eBATEIbCTBO

KubepOynauHr — mpecienoBaHre COOOIICHUSIMH, COJIEPKAIIUMH OCKOPOJICHHUSI, arpecculo,
3alyruBaHue; XYIWTaHCTBO; COIMAIbHOE OOWKOTHUPOBAaHUE C TIOMOIIBIO PAa3NUYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHBbIE COBETHI 110 O0pbOE ¢ KNOEPOYIIMHIOM:

1. He Gpocaiics B 0oit. JIyummii croco0: MOCOBETOBAThCS Kak ce0si BECTH U, €CIIM HET TOro,
K KOMy MOXHO OOpaTHThCS, TO HY)XHO BHauaje YCIOKOUThCSA. Eciu Thl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUSI, TO TOJILKO eIie OOJIbIIe pa30XiKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTH B CETH MHHMas. CYH_[@CTBYIOT CI0COObI BBISICHHUTBH, KTO CTOUT 3a aHOHUMHBIM
AKKAaYHTOM;,

4. He crout BecTH XyJNUTaHCKHH 00pa3 BUPTYaJbHOM *U3HHU. IHTEpHET PUKCUpPYET BCE TBOM
JNENCTBUS U COXpaHAeT UX. Y NaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONTY;

6. UrnHopupyil eauHuuHbIii HeraTuB. OAHOpa30BbIE OCKOPOUTENbHbIE COOOLICHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;



7. Ban arpeccopy. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COLIUATBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILEHUH C OMpPEeIeICHHBIX apecOB;

8. Ecam Tl cBuzmerens KuOepOy/ulMHra, TO TBOM JIEHCTBUSA: BBICTYNUTH TPOTUB
npecieoBaTes, NoKa3arh €My, 4TO €ro JEHCTBHS OLICHMBAIOTCS HETATUBHO, MOJJEPXKATh JKEPTBY,
KOTOPOM HY)KHa IICUXOJIOTHYECKas MOMOIIb, COOOUIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEICHUS B
CETH.

MooOniabHbIi Te1edoH

CoBpemeHHbBIE CMapT(HOHBI U IJIAHIIETHI COJEPKAT B ceOe BIOJIHE CEphE3HBIA (YHKIMOHAT, U
TeNnepb OHU MOTIYT KOHKYpHUPOBAThb CO CTAallMOHAPHBIMH KOMIIbloTepamu. OJHAKO, CPEICTB 3alUThI
JUIs TOJTOOHBIX YCTPOMCTB MOKa O4eHb Maso. TecTupoBaHUE U MIOUCK YA3BUMOCTEH B HUX MPOUCXOAUT
HE TaK MHTEHCUBHO, Kak a1 [IK, To e camoe kacaeTcss 1 MOOUIIbHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOMIIBHBIC Opay3epbl YK€ IPaKTHUYECKH JOTHAIU HACTOJIBHBIC AaHAaJOTH,
OJTHAKO pacimMpeHre (QYHKIHOHAJa BJeYeT 3a CO0OH OOJBINYI0 CIIOKHOCTH U MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBIEHHS, 3aKpPHIBAIOLINE KPUTHYECKHE
YSA3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIsl 0€30MTaCHOCTH MOOMIBHOTO TesiehoHa:

1. Huuero He sBIsETCS MO-HACTOsANIEMY OecriaTHBIM. Byns ocTOpokeH, Benb Korma tede
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

2. Iymaii, mpexae ueM oTnpaButb SMS, poto unu Bugeo. Tol TOUuHO 3HaeIb, I1e OHU OyAyT B
KOHEYHOM HUTOTE?

3. Heob6x01uM0 0OHOBIISITE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;
4. Vicionb3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIsI MOOMITBHBIX TEJIe(hOHOB;

5. He 3arpyxail nmpuiokeHHsi OT HEU3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT COACPIKAThb
BPEIOHOCHOE MPOrpaMMHOe 00eCIieueHUE;

6. Ilocne Toro kak Thl BBIHACIIL C caiiTa, e BBOAWI JIMYHYIO HHGOpMaLUIO, 3alau
B HACTpOMKHU Opay3epa u yaanu CookKies;

7. Ilepuogiaecky poBepsiii, KaKue TUIaTHBIC YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBoil HOMep MOOWMJIBHOTO Tene(OHa TOJBKO JIFOJISIM, KOTOPBIX ThI 3HACIIb H KOMY
JIOBEpsICLIb;

9. Bluetooth nomken OBITH BBIKJIIOYEH, KOTJa Thl UM HE ToIb3yelibcs. He 3abbiBail mHOTIA
MPOBEPSATH 3TO.

OHy1aliH-UTPbI

CoBpeMeHHbIE  OHJIAWH-UTPBI — OTO  KpPAacOYHbIE, 3aXBaThIBAIOIIME  pa3BJICUCHUS,
OOBEAMHSIONINE COTHU THICSY YEJNOBEK MO BceMy Mupy. Wrpoku uccieayroT HaHHBIM UM MHUD,
00IIal0TCsT IPYr € JIPYroM, BBHITIOJHSIIOT 3aJaHusi, CPaXaroTCsd C MOHCTPAMH W TOJY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHHU IUIATAT: TMOKYMAIOT JAUCK, OTUIAYMBAIOT a00OHEMEHT WM MPUOOPETAIOT KaKue-TOo
OIILIVH.

Bce 31u cpeactBa uayT Ha nmojAep)KaHUE M Pa3BUTHE UIPHI, a TAaKXKe HA caMy 0€30IacHOCTB:
COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPU3AllMH, BBIITYCKAIOTCS HOBble MaTyd (UU(POBBIE 3aIUIATKU JJIS
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXXu TBOCTO
apoJist, Ha KOTOpOM OCHOBaHa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'pOBOI'0 aKKAayHTa:

1. Ecniu apyroii urpok BeieT ceds MI0X0 MM co3laeT Tebe HeNmpUsATHOCTH, 3a0JI0KUpYH ero
B CIIUCKE UTPOKOB;



2. Iloxanylics aIMHUHUCTPATOpaM MIPbl Ha IJIOXO€ IOBEIEHUE 3TOT0 UIPOKA, JKEIATEIBHO
HNPUIIOKUTH KaKHe-TO I0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3wiBaii inunyro nHpopmaruio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB [0 UTPE;

5. He ycranaBnuBaii HeohuMadbHbIE TATYH U MOJIBI;

6. Mcnonb3yii cokKHbIE U Pa3HbIE MAPOJIH;

7. Jaxke BO BpeMs UTPhI HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [IoKa Tl Urpaeliib, TBOM KOMIIbIOTEP
MOTYT 33apa3HTh.

OUIMHT WIN Kpaka JUIHbIX JaHHBIX

OOBIYHOM Kpakel JeHEer W JIOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YAHBHIIb, HO C Pa3BHTHEM
WHTEPHET-TEXHOJIOTUN 3TTOYMBIIUICHHUKH TIEPEMECTHIINCh B MHTEPHET, M TPOJIOJDKAIOT 3aHUMATHCS
"IIF0OUMBIM" JIEJIOM.

Tak mosBWIIaCh HOBas yrpo3a: HMHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TJABHAs LENb
KOTOPOT'O COCTOMT B IOJIyY€HHH KOH(PHUICHIINATbHBIX JAHHBIX MOJIb30BATEICH — JOTMHOB U MapOJIeH.
Ha anrnuiickom si3bike phishing uuraercs kak ¢umuar (ot fishing — peibnas nosmus, password —
MapoJib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. CHGI{I/I 3a CBOMM aKKayHTOM. Ecau 1o moao3peBaciib, 4YTO TBOA aHKETA ObL1a B3JIOMaHa, TO
HeO6XO,I[I/IMO 3a6J'IOKI/IpOBaTb cCu COO6I_HI/ITL AAMUHUCTPpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEC;

2. HUcnonw3yil Oe3omacHble BeO-CaiThl, B TOM 4YHCIIe, WHTEPHET-MarasmiHOB M MOHCKOBBIX
CHCTEM;

3. Hcnone3yéi clnokHble M pa3Hble mapoiu. Takum oOpa3zom, ecinu TeOs B3JIOMAKOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOMUIIIO B CETH, & HE KO BCEM;

4. Ecnu Tebs B3JOMaiM, TO HEOOXOAMMO MPEIYNpPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
no0aBieHBl y T€OS B JPY3bsIX, O TOM, 4TO TeOS B3JIOMAaId M, BO3MOXXHO, OT TBOETO MMEHHU OyIeT
pacchuIaThCs CIlaM U CChUIKU Ha (DUILIMHTOBBIE CAlTHI,

5. YcranoBu HazaexHbIi napoib (PIN) Ha MoOUIbHBIH TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpsbiBail (aiiiapl U Apyrue BIOKEHHUS B MUChMAaX, JIa)XX€ €CJIM OHU MPUIUIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIN JIM OHU TeOe 3TH (ailiibl.

Mudposas penyrauus

Hudposas pemyranmuss — 3TO HEraTHBHas WM IMO3UTUBHAs HHQOpMaIMs B ceTH O Tebe.
Komnpomerupyromass uHoOpmMaius, pa3MelleHHas B HWHTEPHETE, MOXXET CEpbhe3HbIM 00pazom
OTPAa3UThCS HA TBOEH PEAIbHON KU3HH.

"udposas penyrauus" — 3TO TBOH UMUIK, KOTOpPBIH popmupyercst u3 uHpopmanuu o tede
B UHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOG ITOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U
paccKasbl O OJIM3KUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MNYyOJIMKaluu JHYHOM HHPOpMAIH
B UHTEPHETE, HE IMIOHMMAasi BO3MOXKHBIX MOCIEACTBUI. Thl Aake HE CMOXKEIIb IOrafaTrbCsi O TOM, YTO
dortorpadus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYUHON 0TKa3a IPUHATH TeOst Ha padoTy.

KommenTapuu, pasmemienue TtBoux (ortorpaduii m npyrue OeHCTBUS MOTYT HE HCYE3HYTh
Jla’ke TOCJIe TOTo, KaK Thl UX yIaluiib. Thl HE 3HAEIIb, KTO COXPAaHWJI 3Ty MH(POPMalKIO, Tonaia JIu
OHa B IIOMCKOBBIE CHUCTEMBI M COXPAHMJIACh JIM OHA, a INIABHOE: YTO MOJAYMAlOT O TeOe OKpYXkarolue
JIFO/IM, KOTOpBIE HAUAYT M YBUIAT 3T0. HaliTu MHpOpMaIMI0 MHOTO JIET CITyCTSI CMOKET J1I000# — Kak
U3 JOOpBIX MOOYXKIEHUH, TaK U C HAMEPEHHUEM IPUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaLUH:



1. Tlomymaii, mpexxae dYeM dTO-TO IyOJMKOBAaTh W TNepedaBaTh y cebs B Ojore HiM
B COIIMAJIBHOM CETH;

2. B Hacrtpoiikax mpoduiis yCTaHOBHM OTPaHWYEHHUS Ha MPOCMOTP TBOEro MpOHUIs U €ro
COJIEP’)KUMOT0, CclIeNail ero TOJbKO "Il Ipy3en';

3. He pa3memaii u He yka3biBail WH()OPMAIIHIO, KOTOPAsi MOKET KOro-TUOO OCKOPOISITh WM
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJBHUKM — AKTUBHBIE IOJH30BATENN IU(PPOBOro mpocrpancTBa. OnHAKO
JlaJIeko HE BCE 3HAIOT, YTO II0Jb30BaHHE MHOTHMMH BO3MOXKHOCTSAMH LU(POBOTO MHpa Tpedyer
coOII0ICHMSI TPaB HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH '"uHTe/UIEKTyanbHass COOCTBEHHOCTh' OTHOCHUTCS K pAa3jIMYHBIM TBOPEHUAM
YeJI0OBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEHUH M 3HAKOB, 0003HAUYAIOIIMX COOCTBEHHOCTh HA
IOPOAYKTHl M YCIYTM, W 3aKaH4MBas KHUTaMH, (oTtorpagusiMu, KHHOPWIBMAMH U MY3BIKaJIbHBIMHU
IPOU3BEACHUSAMM.

ABTOpCKME TpaBa — 3TO IpaBa Ha HMHTEUIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOM3BEIEHUS
HayKH, JMTEpPATypbl U HUCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAayeCTBE I'apaHTUU TOIO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUIl TpyJ aBTOpa He OyneT HalpacHbIM, JAaCT €My CIpaBeIIMBbIe
BO3MO>KHOCTH 3apa00TaTh Ha pe3yJbTaTax CBOEro TpyJa, MOIYYUTh U3BECTHOCTD U Npu3HaHue. Hukro
0e3 paspelleHHsl aBTopa HE MOKET BOCHPOU3BOJAUTH €ro MPOU3BEJICHHUE, PACIIPOCTPAHATDh, TyOJINYHO
JE€MOHCTPUPOBaTh, IpOJaBaTh, HMMIOPTHUPOBAaTh, IyCKaThb B MPOKAT, IYOJUYHO UCIOJIHSATH,
IIOKa3bIBaTh/UCIIONIHATH B 3¢upe win pa3meniars B lHTepHere.

Hcnonb3oBanue "mUpaTckoro" MNpOrpaMMHOrO 00ecHeueHUs MOXKET MPHUBECTH K MHOTMM
pHUCKaM: OT MOTEPH JTaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOWCTBA, I/Ie yCTAaHOBJICHA
HenerajabHas nporpamma. He ctouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIerajbHble U O€CIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAWTHU B CETH.



